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NOTICE OF PRIVACY PRACTICES

Effective Date: 3/18/2021
Last Updated: 10/2/2023
THIS NOTICE DESCRIBES HOW MEDICAL INFORMATION ABOUT YOU MAY BE USED AND DISCLOSED
AND HOW YOU CAN GET ACCESS TO THIS INFORMATION.
PLEASE REVIEW IT CAREFULLY.

If you have any questions about this notice, please contact NEMS PACE Compliance & Privacy Officer at (415)
391-9686.

ABOUT US

2 &

In this Notice, we use terms like “we,” “us” or “our” to refer to North East Medical Services (“NEMS”). We are
a licensed community clinic organization, a Health Center Program grantee under 42 U.S.C. § 254b, and a

deemed Public Health Service employee under 42 U.S.C. §§ 233(g)-(n).

This Notice applies to NEMS, including all of our clinic locations, the Program of All-Inclusive Care for the
Elderly (PACE), clinical employees (including physicians, nurses and other clinical staff members),
administrative employees and volunteers. Our health care delivery sites include the clinic facilities listed on
our website at https://www.nems.org and the NEMS PACE program. We share your protected health
information to provide you with our health care services, to seek payment for our services and to conduct

our business operations, which include, for example, quality assurance, compliance, and utilization review.

WHAT IS PROTECTED HEALTH INFORMATION ("PHI")?

“Protected health information,” or “PHI,” is information that identifies who you are and relates to your past,
present, or future physical or mental health or condition; the provision of health care to you; or past, present,
or future payment for the provision of health care to you. PHI does not include information about you that
does not identify who you are. If you are an employee of NEMS, PHI does not include the health information

(if any) in your personnel file.
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PURPOSE OF THIS NOTICE

As a health care provider, we gather, maintain and disclose PHI about our patients. This Notice explains our
legal duties and privacy practices with respect to PHI. Your NEMS health records contain PHI, which NEMS
understands is private and personal. We are committed to keeping PHI confidential and secure. We are

required by law to maintain the privacy of your PHI by implementing reasonable and appropriate safeguards.

HOW WE PROTECT YOUR PHI

We restrict access to your PHI to those employees and others who need access for NEMS to provide health
care services and conduct its business operations. We have established and maintain physical, electronic and

procedural safeguards to protect your PHI against unauthorized use or disclosure.

HOW WE USE AND DISCLOSE YOUR PHI

Federal and state law allow us to use and disclose your PHI without your authorization in certain
circumstances. Some information, such as certain substance use disorder information, HIV information,
genetic information and mental health information is entitled to special restrictions related to its use and

disclosure. We typically use and disclose your health information in the following ways:

¢ Treatment. We may use and disclose your PHI to provide you with treatment, including primary
health care, behavioral health treatment, dental care, and care coordination. We record your
treatment information in our electronic health record system, Epic. NEMS’ doctors, nurses,
technicians, students, and other personnel may use the information in your health record to
provide you with treatment and care coordination services. For example, your primary care
provider may review notes from your behavioral health provider, including your prescription
history, to avoid prescription interactions.
We may also share your PHI with treatment providers, agencies, or facilities outside of NEMS to
provide you with treatment and coordinate the care and services you need. For example, if we
refer you to a cardiologist, we may send the cardiologist your recent laboratory test results to
inform their medical decision-making; if we work with a social services agency and we believe
that the services they provide will further your health care, we may share the minimum
necessary PHI with them to provide you with their services.
We may share your PHI electronically, through Epic’s Care Everywhere functionality which allows
electronic exchange between NEMS and other organizations that use Epic. (See the HIE section

below for more information.)
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e Payment. We may use and disclose your PHI to bill and collect payment for the health care
services provided to you. For example, we may need to give information about you to your
health insurance plan or another responsible party to receive payment or reimbursement for
the services we provide to you.

e Health Care Operations. We can use and share your health information to run our practice,

improve your care, and contact you when necessary:

o Improve your care: For example, members of our clinical staff or quality improvement

team may use your PHI to assess the quality of the health care services we provide.

o Contact you: We may call, text, email or mail, to the phone number, email address, and
mailing address you provide, appointment reminders, registration information, follow-
up care messages, information about treatment alternatives, or other health-related
benefits and services that may be of interest to you. You are responsible for updating
your information. You may contact NEMS Member Services at (415) 391-9686 ext. 8160
or (650) 550-3923 ext. 8160 or (408) 573-9686 ext. 8160 to update your contact
information or to opt-out of certain communication methods. We must be able to
contact you through at least one of the above listed methods; you cannot opt out of all

methods of communications from us.

e When required by law. In some circumstances, we are required by federal or state laws to
disclose certain PHI to others, such as public agencies for various reasons;

e For public health activities. NEMS may disclose your information to public health authorities

for the purposes of preventing or controlling disease, injury, or disability. This may include
reports about specific disease profiles;

e For reporting suspected abuse, neglect or domestic violence;

e For health oversight activities, such as reports to governmental agencies that are

responsible for licensing or disciplinary action against physicians or other health care
providers;

e For lawsuits and other proceedings. In connection with court proceedings or proceedings

before administrative agencies;

e For law enforcement purposes. In response to a warrant or to report a crime;

e Reports to coroners, medical examiners, or funeral directors to assist them in performance

of their legal duties;

e For tissue or organ donations to organ procurement or transplant organizations to assist

them;
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e For research. We may disclose PHI to researchers when the research has been approved by an
institutional review board that has reviewed the research proposal and established protocols
to ensure the privacy of your PHI. This also may include preparing for research or contacting
you about research studies that might interest you.

e To avert a serious threat to the health or safety of you or other members of the public;

e For specialized government functions and activities (e.g., military and veterans’ activities);

e In connection with services provided under workers’ compensation laws;

e Health Information Exchange (HIE). We may share your PHI electronically through Health

Information Exchanges (HIE) in which we participate. Currently, NEMS participates in Epic Care
Everywhere. Through an HIE, providers at other organizations, including hospitals, laboratories,
health care providers, public health departments, health plans, can share your PHI for
treatment, payment, health care operations and other purposes. Participation in HIE allows
NEMS and other providers to share electronic medical record information more quickly and
easily for better coordination of care and to assist in making more informed treatment
decisions. Participants in an HIE must comply with federal and state laws that protect the
privacy and security of your PHI. You may opt out of HIE by contacting the HIS Department or
filling out an opt-out form and returning it to the HIS Department. Opting out stops NEMS
from sharing your PHI with other health care providers through the HIE; it does not stop other
health care providers from sharing your PHI with NEMS, and it does not stop a health care
provider that already received your PHI from keeping it. If you change your mind and want to
opt back in, you may do so by contacting the HIS Department

e Fundraising: We may contact you to fundraise for our own benefit. For this purpose, we may
use your contact information, such as your name, address, phone number, the dates on which
and the department from which you received treatment or services at NEMS, your treating
physician’s name, your treatment outcome and your health insurance status. If we contact you
for fundraising purposes, we will provide you a clear opportunity to elect not to receive any

additional fundraising communications from us.

USES AND DISCLOSURES REQUIRING YOU TO HAVE THE OPPORTUNITY TO AGREE OR
OBJECT

Before we make certain uses and disclosures of your PHI without your written authorization, we must provide
you with an opportunity to agree or object. Such disclosures include those made to family members or other

individuals involved in your care or payment for your care, or disclosures made in emergency situations for
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purposes of notifying, identifying or locating a family member, personal representative, or another person

responsible for your care regarding your location, general condition, or death.

USES AND DISCLOSURES REQUIRING YOUR AUTHORIZATION

We must obtain your written authorization prior to the following uses and disclosures of your PHI:

e Psychotherapy Notes. Psychotherapy notes are notes made by a behavioral health

professional regarding the contents of conversation during a counseling session when those
notes are maintained separately from the medical record. We must obtain your authorization
for most uses and disclosures of psychotherapy notes. "Psychotherapy notes" do not include
medication prescription and monitoring, counseling session start and stop times, the
modalities and frequencies of treatment furnished, results of clinical tests, or summaries of
your diagnosis, functional status, treatment plan, symptoms, prognosis, and progress to date.

e Marketing Activities. We must obtain your written authorization to use your PHI to send you

marketing materials. We are not required to obtain an authorization for marketing
information provided to you during a face-to-face communication or for promotional gifts of
nominal value.

e Sale of PHI. We do not sell your PHI.

All other uses and disclosures of your PHI that are not described in this Notice require

your written authorization.

YOUR RIGHTS REGARDING YOUR PHI

SUBMITTING AN AUTHORIZATION

You may access an authorization form on our website at https://nems.org/docs/authorization-to-disclose-

health-infomation-form-en-ch/. You may also request a form from us in person or request that we send one

to you by writing to or emailing the Health Information Services Department (“HIS Department”) as follows:

NEMS Health Information Services
1033 Clement Street
San Francisco, CA 94118

Attention: Health Information Services Manager
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You may submit your authorization at the address above or email us at eroi@nems.org. Please note that

email messages may not be encrypted or secure and could be intercepted, viewed, copied, or shared by an
unauthorized third party. If you choose to email us, you acknowledge that NEMS has warned you of the risks

and you knowingly assume such risks.

You may revoke or modify your authorization at any time by writing to us at the same address. Please note
that your revocation or modification may not be effective in some circumstances, such as when we have

already acted in reliance on your authorization.
ACCESS TO YOUR PHI

You may access your PHI through the NEMS patient portal at mychart.nems.org. Please note that MyChart
may not display all information contained in your medical record that we have about you. To access your
complete medical record and other health information we have about you, please contact the HIS
Department. We will provide you a copy or summary within the time required by law. We may charge a

reasonable, cost-based fee.

In limited circumstances, we may deny your request access your PHI. We will explain in writing the reason for

our denial, and you will have the opportunity, unless limited exceptions apply, to request review of the denial.
RIGHT TO REQUEST RESTRICTIONS

You have the right to request restrictions on how we use and disclose your PHI for treatment, payment, and
health care operations. All requests must be made in writing. NEMS has a form titled “REQUEST FOR A
RESTRICTION ON USE OR DISCLOSURE OF PROTECTED HEALTH INFORMATION (PHI)” which you may request
from the HIS Department. Upon receipt, we will review your request and notify you whether we have
accepted or denied your request. If we agree to your request, we will comply with the restriction unless a
disclosure is required in order to provide you with emergency treatment. Please note that we are not
required to accept your request for restrictions, except that we are required, based on your written request,
to restrict disclosure of your PHI to a health plan if: (1) the purpose of the disclosure is to carry out payment
or health care operations and is not otherwise required by law; and (2) the PHI pertains solely to a health care

item or service for which you or someone other than the health plan has paid in full.

To request restrictions, you must make your request in writing to the HIS Department. In your request, you
must tell us: (1) what information you want to limit; (2) whether you want to limit our use, disclosure, or both;

and (3) to whom you want the limits to apply (for example, to your spouse).

Effective Date: 04/14/2003 Page 6 of 8 NEMS PACE
Last Updated: 10/02/2023 H1622_NPPO1_CHI



RIGHT TO CONFIDENTIAL COMMUNICATIONS

You have the right to request that we provide your PHI to you in a confidential manner. For example, you
may request that we send your PHI by an alternate means (e.g., sending by a sealed envelope, rather than a
post card) or to an alternate address (e.g., calling you at a different telephone number, or sending a letter to
you at your office address rather than your home address). We will accommodate any reasonable request,

unless it is administratively too burdensome, or prohibited by law.
RIGHT TO AMEND YOUR PHI

You have the right to request amendments to your PHI for so long as the information is maintained in our
medical and billing records. If you wish to have your PHI corrected or updated, please write to us and tell us
what you want changed and why. NEMS has a form titled “MEDICAL RECORD REQUEST FOR
CORRECTION/AMENDMENT FORM” which you may request from the HIS Department. We will respond to you
in writing, either accepting or denying your request. If we deny your request, we will explain why. You may
also send us an addendum that is no longer than 250 words for each item you believe is incorrect. Please
clearly indicate that you want the addendum to be included in your PHI. If we accept your request, we will
attach your addendum to the record(s) of your PHI. Your amended PHI will be available for your review upon

request.
RIGHT TO REQUEST AN ACCOUNTING OF DISCLOSURES OF YOUR PHI

You have the right to request an accounting of certain disclosures that we make of your PHI. An accounting
lists disclosures we have made prior to the date of your request. You can request an accounting by writing
to the HIS Department. We will respond to your request within a reasonable period, but no later than 60 days
after we receive your written request. Please note that certain disclosures need not be included in the
accounting we provide to you, such as disclosures made for treatment, payment or health care operations,

or disclosures made more than 6 years prior to the date of your request.
RIGHT TO RECEIVE A COPY OF THIS NOTICE

You have the right to request and receive a paper copy of this Notice, even if you have agreed to receive the
Notice electronically. You may contact the HIS Department for a copy, and one will be provided to you at no

charge.

Effective Date: 04/14/2003 Page 7 of 8 NEMS PACE
Last Updated: 10/02/2023 H1622_NPPO1_CHI



RIGHT TO COMPLAIN

We must follow the privacy practices set forth in this Notice while in effect. If you have any questions about

this Notice, wish to exercise your rights, or submit a complaint, please direct your inquiries to:

NEMS PACE
728 Pacific Avenue, Suite 200
San Francisco, CA 94133
Attention: Compliance & Privacy Officer

(415) 391-9686

You also have the right to directly complain to the Secretary of the United States Department of Health and

Human Service. We will not retaliate against you for filing a complaint against us.
BREACH

We are required to notify you in writing of any breach of your unsecured PHI without unreasonable delay

and no later than 15 business days after we discover the breach.

RIGHTS RESERVED BY NEMS

We may use and disclose your PHI to the fullest extent authorized by law. We reserve the right to change this
Notice and make a new Notice applicable to all PHI that we maintain, regardless of when it was received or
created. If we make material or important changes to our privacy practices, we will promptly revise this
Notice and make it available upon request, in our clinic locations, on our website, and will provide it to you

by mail.
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NON-DISCRIMINATION DISCLOSURE &
LANGUAGE ASSISTANCE SERVICES AVAILABLE

Revised 9/2023

North East Medical Services (NEMS) PACE complies with applicable Federal civil rights laws and does not differentiate, exclude, or
discriminate against any individual as a result your race, color, creed, religion (includes religious dress and grooming practices), age,
sex/gender (includes pregnancy, childbirth, breastfeeding and/or related medical conditions), gender identity, gender expression,
sexual orientation, marital status, medical condition (genetic characteristics, cancer or a record or history of cancer), military or
veteran status, national origin (includes language use and possession of a driver’s license issued to persons unable to provide their
presence in the United States is authorized under federal law), ancestry, disability (mental and physical including HIV/AIDS, cancer,
and genetic characteristics), genetic information, retaliation for reporting patient abuse in tax-supported institutions, age (over 40),
Eenrollment in a Health Benefit Plan, state of health, need for health services, status as a litigant, status of a Medicare or Medicaid
beneficiary, or source of payment for your care, or any other basis prohibited by law.

NEMS PACE provides free aids and services to people with disabilities to communicate effectively with us, such as qualified sign
language interpreters and written information in other formats (large print, audio, accessible electronic formats, other formats).
NEMS PACE also provides free language services to people whose primary language is not English, such as qualified interpreters
and information written in other languages. If you need these services, contact NEMS PACE Member Services Department.

If you believe that NEMS PACE has failed to provide these services or discriminated in another way on the basis of race, color,
national origin, age, disability, or sex, you can file a grievance with: NEMS PACE Member Services Department, 728 Pacific Avenue,
2 floor, San Francisco, CA 94133, 415-352-5050, Fax: 415-240-4352. You can file a grievance in person, by mail or fax. If you
need help filing a grievance, NEMS PACE Member Services Department is available to help you. You can also file a civil rights
complaint with the U.S. Department of Health and Human Services, Office for Civil Rights electronically through the Office for Civil
Rights Complaint Portal, available at https://ocrportal.hhs.gov, or by mail or phone at: U.S. Department of Health and Human
Services, 200 Independence Avenue SW., Room 509F, HHH Building, Washington, DC 20201, 1-800-868-1019 (TDD 1-800-537-
7697). Complaint forms are available at https://www.hhs.gov/ocr/complaints/index.html.

Spanish

ATENCION: si habla espafiol, tiene a su
disposicion servicios gratuitos de
asistencia linguistica. Llame al 415-352-
5050 (TTY: 1-800-735-2929).

Chinese

AR RS ERERP Y
REESESEYRY - FXE
415-352-5050 (TTY : 1-800-735-
2929) o

Vietnamese

CHU Y: Néu ban noi Tiéng Viét, c6 cac
dich vu ho tro ngdn ngtr mien phi danh
cho ban. Goi s0 415-352-5050 (TTY: 1-
800-735-2929).

Korean

=2 Bt E AIEotAlE 8%, o0 XI&
NHIAE RE2 0|20t == AsLI

415-352-5050 (TTY: 1-800-735-2929)
Hoz MM FHAIL.

Tagalog

PAUNAWA: Kung nagsasalita ka ng Tagalog,
maaari kang gumamit ng mga serbisyo ng
tulong sa wika nang walang bayad. Tumawag
sa 415-352-5050 (TTY: 1-800-735-2929).
Japanese

FIERE: BRFEZHEINDSEA.
BHOEREXBEZCHRAWELETEY,
415-352-5050 (TTY:1-800-735-
2929) £T., BEHEICTITERCZS
Ly,

Burmese
oao%f‘LIS% - @mogﬁ 2000 egPOMD: o%:)
e»:':a:'dmcﬂm| IMANOIS 39”.?33@0' 3090
oagf.;afa@og 8@@@ "»aoo&@c;f:osd]e@u
0g05$Glon 415-352-5050 (TTY: 1-800-735-
2929) O?O/L e-::::sgsgl(ﬂll
Laotian
U09V: 1909 1IWCEEIWIZI 290, MLV
NIVROBCHSOIVWIZ, toebcdyan, covd
Wenlowaw. tns 415-352-5050 (TTY: 1-
800-735-2929).
Arabic
Glead (el SY Caaats ¢ 13) ik sala
s Jsl el 55 ol B Lol
-800-1 :aSill 5 arall Cuila &8 )5050-352-415
.(2929-735
Russian

BHUMAHMUE: Ecnhu Bbl rOBOpUTE HA PYCCKOM
A3blKe, TO BaM AOCTYNHbl becnnaTtHble ycayrm

nepesoa. 3s8oHuTe 415-352-5050 (Tenetann:

1-800-735-2929).

Ukranian

YBATA! AKW,0 B pO3MOBAAETE YKPAIHCbKOO
MOBOIO, BU MOeTe 3BePHYTUCA A0
6€3KOLUTOBHOI CNYKOWM MOBHOT NIATPUMKN.
TenedoHyiite 3a Homepom 415-352-5050
(Tenetaiin: 1-800-735-2929).

Hmong

LUS CEEV: Yog tias koj hais lus Hmoob, cov
kev pab txog lus, muaj kev pab dawb rau koj.
Hu rau 415-352-5050 (TTY: 1-800-735-2929).

Thai
Bowdiaauwanen moanaansa [dusns
hmdonnenen léns Tns 415-352-
5050(TTY: 1-800-735-2929).
Armenian
NhTUALNREBNRL Bph fununud tp
hwjtnkl, wuyw dkq wi]dwp Jupnn B
npudwunpyl) (kqujut wewlignipjut
Swnwympjnitbp: Quuquhwptp 415-
352-5050 (TTY (htnwwnhuy) 1-800-735-
2929):
Hindi
&1 & I 37T ST Srer & A 3maeh fore o
F HINT TETIAT HATU 39T £ | 415-352-5050
(TTY: 1-800-735-2929) G hiel Y|
Farsi
g (i e K8 )« Kldag
L adl e aal i Lad 6 gl @) samn S
415-352-5050
2,5 el (TTY: 1-800-735-2929)
Punjabi
s 6. A 3AT Uarst g9 J, 3t 3 &g
ATTE3™ AT 393 58 Ha3 Gus=Eg I 415-
352-5050 (TTY: 1-800-735-2929) '3 IS
FJI

Cambodian

wws: 1IdasmymSuNw Maniss,
NN SWIRSMO i nwSsSSs U
SHNGESUNUUTESY G 1000 415-
352-5050 (TTY: 1-800-735-2929)
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